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         The Link Academy Trust 
           
         Data Protection Policy 2022 
 
 

The Link Academy Trust is a company limited by guarantee and an exempt charity, regulated by the 
Education & Skills Funding Agency (ESFA).  All Members of the Board of Trustees of the exempt 
charity are also Directors of the company; the term ‘Trustee’ used in this Policy also means 
Director.  This Policy applies to all academies within the Link Academy Trust. 

 

Statement 
 
The Link Academy Trust (the ‘Trust’ and “we”) is committed to protecting the children that come to 

its academies, the parents and carers of those children and the staff employed to work for the 

Trust.  We aim to ensure that all data the Trust collects about staff, parents and pupils is collected, 

stored and processed in accordance with the Data Protection Act 2018 and the United Kingdom 

General Data Protection Regulations (UK GDPR) 2021 

 
This policy applies to all staff, volunteers, governors, directors and members of the Trust as well as 
any other Data Subject . 

 
Legislation and Guidance 
 
This policy meets the requirements of the Data Protection Act 2018, the provisions of the UK GDPR 

and is based on guidance issued by the Information Commissioner’s Office who are the supervisory 

authority for data protection in England.  The Privacy Notices that have been issued to staff and 

parents in relation to general data held about them have been based on model notices issued by 

the Department for Education. 
 

 
Key Terms 
 
Terminology used within this policy is defined below: 

 

Personal Data – Data from which a person can be identified, including data that, when combined 

with other readily available information, leads to a person being identified. Personal Data includes 

Special Categories of Personal Data and Pseudonymised Personal Data but excludes anonymous 

data or data that has had the identity of an individual permanently removed. Personal data can be 

factual (for example, a name, email address, location or date of birth) or an opinion about that 

person's actions or behaviour. 

 

Sensitive Personal Data – Data such as: 

 Contact details 

 Racial or ethnic origin 

 Political opinions 

 Religious beliefs, or beliefs of a similar nature 

 Where a person is a member of a trade union 

 Physical and mental health 

 Sexual orientation 

 Whether a person has committed, an offence 

 Criminal convictions 

 

Processing – any activity that involves the use of Personal Data. It includes obtaining, recording or 

holding data or carrying out any operation or set of operations on the data including organising, 

amending, retrieving, using, disclosing, erasing or destroying it. Processing also includes 

transmitting or transferring Personal Data to third parties. 
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Data subject – The person whose personal data is held or processed 

 

Data controller – A person or organisation that determines the purposes for which, and the manner 

in which, personal data is processed. It is responsible for establishing practices and policies in line 

with the UK GDPR. We are the Controller of all Personal Data relating to the Trust. 

 

Data processor – A person, other than an employee of the data controller, who processes the data 

on behalf of the Data Controller 

 
 
The Data Controller 

 
The Trust collects personal information about pupils, parents and staff and is, therefore, a data 

controller.  Our Trust delegates the responsibility of data control to the administrative support team. 
The Trust is registered as a Data Controller with the Information Commissioner’s Office and this 
registration is renewed annually. 

 

 
Data Protection Principles 
 
The Data Protection Act had eight data protection principles, or rules, for good data handling.  

Under GDPR, there are six rules being:- 

 

 Data shall be processed fairly, lawfully and in a transparent way 
 Data shall be collected for specified, explicit and legitimate purposes and not further 

processed in a manner that is incompatible with those purposes 

 Data that is collected shall be adequate, relevant and limited to what is necessary in 

relation to the purposes for which they are processed 

 Data shall be accurate and, where necessary, kept up to date 

 Data shall be kept in a form which permits identification of data subjects for no longer 

than is necessary for which the personal data is processed 

 Data shall be processed in a manner that ensures appropriate security of the personal data 

 Accountability is one of the data protection principles. You are responsible for complying with 

the UK GDPR and need to put in place appropriate technical and organisational measures to 

meet the requirements of accountability.  

 
The Trust shall adhere to these rules at all times. 

 
 
 
Roles and Responsibilities 

 
The Board of Trustees has overall responsibility for ensuring that the Trust complies with its 
obligations under the Data Protection Act 2018.  Day-to-day responsibility rests with the 
Executive/Academy Head and Administrator at each academy within the Trust. They will ensure 
that all staff are aware of their data protection obligations and oversee any queries relating to the 
storing or processing of personal data. 

 
 
Members of staff are responsible for ensuring that they collect and store Personal Data in 
accordance with this policy and other related policies and procedures. 
 
Privacy Notices 

 
Pupils and Parents 
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We hold Personal Data about pupils at our academies to support teaching and learning, 
provide pastoral care and to assess how the academies are performing.  We may also 
receive data about pupils from other organisations including, but not limited to, other 
schools, local authorities and the Department for Education.  This data may include, but 
is not restricted to: 

 
 

 Contact details 

 Results of internal assessments and tests 

 Data on pupil characteristics such as ethnicity or special educational needs 

 Exclusion information 

 Details of any medical conditions 

 Information on free school meals eligibility 
 
 

Data from other schools, local authorities and the Department for Education are transferred 
to the academies using secure portals.  Where other organisations share data with the 
academies they are required to comply with the requirements of GDPR and data protection 
by ensuring that personal data is transferred using a secure system such as encrypted 
emails. 

 
 

We will retain the data we collect only for as long as necessary to satisfy the purpose for 
which it has been collected and once it is no longer required it will be deleted in 
accordance with the storage limitation principle of GDPR.  We will not share information 
about pupils without parental consent unless the law and our policies allow us to do so.  
Individuals who wish to see information that we hold about them should refer to our 
Subject Access Requests Policy. 

 
 

We are required, by law, to pass certain information about pupils to specified external 
bodies such as our local authority, the Department for Education and social services so 
that they are able to meet their statutory obligations. 

 
 

Staff 
We process data relating to those we employ to work at, or otherwise engage to work at, our 
academies.  The purpose of processing this data is to assist in the running of the academies, 
including to: 

 

 Enable individuals to be paid 

 Facilitate safe recruitment 

 Support effective performance management of staff 

 Improvement management of workforce data across the sector 

 Allow better financial modelling and planning 

 Enable ethnicity and disability monitoring 

 

Staff personal data includes, but is not limited to, information such as: 
 

 Contact details 

 National Insurance Number 

 Qualifications 

 Salary information 

 Absence data 

 Personal characteristics, including ethnic groups, nationality, marital status and  

    religion 

 Medical information 

 Outcome of any disciplinary procedures 
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We will retain the data we collect for as long as is necessary to satisfy the purpose for 
which it has been collected or in accordance with legislative requirements.  We will not 
share information about staff with third parties without consent unless the law allows us to. 

 
We are required, by law, to pass certain information about staff to specified external bodies, 
such as our local authority, Department for Education, outsourced HR provider and 
outsourced payroll provider, so that they are able to meet their statutory obligations. 

 
Staff members who wish to obtain copies of information held about them should submit a 
Subject Access Request in accordance with the procedures set out in the Trust’s Subject 
Access Requests Policy and Procedures. 

 
Lawfulness, Fairness And Transparency 
 
Personal data must be Processed lawfully, fairly and in a transparent manner in relation to the Data 
Subject. 
 
The Trust will only collect, Process and share Personal Data fairly and lawfully and for specified 
purposes. The UK GDPR restricts its actions regarding Personal Data to specified lawful purposes. 
These restrictions are not intended to prevent Processing but ensure that the Trust Process 
Personal Data fairly and without adversely affecting the Data Subject. 
 

Consent 
 
Data Subjects consent to Processing of their Personal Data if they indicate agreement clearly either 
by a statement or positive action to the Processing.  
 
A Data Subject is able to withdraw Consent to Processing at any time. 
 
We will need to evidence Consent captured and keep records of all Consents in accordance with 
Related Policies and Privacy Guidelines, so that we can demonstrate compliance with Consent 
requirements. 
 
Transparency (Notifying Data Subjects) 
 
The UK GDPR requires a Controller to provide detailed, specific information to a Data Subject 
depending on whether the information was collected directly from the Data Subject or from elsewhere. 
The information must be provided through an appropriate Privacy Notice which must be concise, 
transparent, intelligible, easily accessible, and in clear and plain language so that a Data Subject can 
easily understand them. 
 
Whenever we collect Personal Data directly from a Data Subject, including for HR or employment 
purposes, we must provide the Data Subject with all the information required by the UK GDPR 
including the identity of the Controller and DPO, and how and why we will use, Process, disclose, 
protect and retain that Personal Data through a Privacy Notice which must be presented when the 
Data Subject first provides the Personal Data. 
 
When Personal Data is collected indirectly (for example, from a third party or publicly available 
source), we must provide the Data Subject with all the information required by the UK GDPR as soon 
as possible after collecting or receiving the data. We must also check that the Personal Data was 
collected by the third party in accordance with the UK GDPR and on a basis which contemplates our 
proposed Processing of that Personal Data. 
 
Purpose Limitation 
 
Personal Data must be collected only for specified, explicit and legitimate purposes. It must not be 
further Processed in any manner incompatible with those purposes. 
 
We will not use Personal Data for new, different or incompatible purposes from that disclosed when it 
was first obtained unless we have informed the Data Subject of the new purposes and they have 
Consented where necessary. 
 
Data Minimisation 
 
Personal Data must be adequate, relevant and limited to what is necessary in relation to the 
purposes for which it is Processed. 
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We will ensure that when Personal Data is no longer needed for specified purposes, it is deleted or 
anonymised in accordance with the Trust’s data retention guidelines. 
 
Accuracy 
 
Personal Data must be accurate and, where necessary, kept up to date. It must be corrected or 
deleted without delay when inaccurate. 
 
We will ensure that the Personal Data we use and hold is accurate, complete, kept up to date and 
relevant to the purpose for which we collected it. We will check the accuracy of any Personal Data at 
the point of collection and at regular intervals afterwards. We will take all reasonable steps to destroy 
or amend inaccurate or out-of-date Personal Data. 
 
Storage Limitation 
 
Personal Data must not be kept in an identifiable form for longer than is necessary for the purposes 
for which the data is processed. 
 
The Trust will maintain retention policies and procedures to ensure Personal Data is deleted after an 
appropriate time, unless a law requires that data to be kept for a minimum time. 
 
We will not keep Personal Data in a form which permits the identification of the Data Subject for 
longer than needed for the legitimate business purpose or purposes for which we originally collected 
it including for the purpose of satisfying any legal, accounting or reporting requirements. 
 
The Trust will take all reasonable steps to destroy or erase from our systems all Personal Data that 
we no longer require in accordance with all the Trust’s applicable records retention schedules and 
policies. This includes requiring third parties to delete that data where applicable. 
 
We will ensure Data Subjects are provided with information about the period for which data is stored 
and how that period is determined in any applicable Privacy Notice. 
 
Security Integrity And Confidentiality 
 
Personal Data must be secured by appropriate technical and organisational measures against 
unauthorised or unlawful Processing, and against accidental loss, destruction or damage. 
 
We will develop, implement and maintain safeguards appropriate to the amount of Personal Data that 
we own or maintain on behalf of others, and identified risks (including use of encryption and 
Pseudonymisation where applicable).  
 
We will follow all procedures and technologies we put in place to maintain the security of all Personal 
Data from the point of collection to the point of destruction.  
 
Reporting A Personal Data Breach 
 
The UK GDPR requires Controllers to notify any Personal Data Breach to the Information 
Commissioner and, in certain instances, the Data Subject. 
 
We have put in place procedures to deal with any suspected Personal Data Breach and will notify the 
Data Subject or any applicable regulator where we are legally required to do so. 
 
Transfer Limitation 
 
The UK GDPR restricts data transfers to countries outside the UK to ensure that the level of data 
protection afforded to individuals by the UK GDPR is not undermined.  
 
Data Subject's Rights And Requests 
 
A Data Subject has rights when it comes to how we handle their Personal Data. These include rights 
to: 

(a)withdraw Consent to Processing at any time; 
(b)receive certain information about the Controller's Processing activities; 
(c)request access to their Personal Data that we hold; 
(d)prevent our use of their Personal Data for direct marketing purposes; 
(e)ask us to erase Personal Data if it is no longer necessary in relation to the purposes for 
which it was collected or Processed or to rectify inaccurate data or to complete incomplete 
data; 
(f)restrict Processing in specific circumstances; 
(g)challenge Processing which has been justified on the basis of our legitimate interests or in 
the public interest; 
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(h)request a copy of an agreement under which Personal Data is transferred outside of the 
UK; 
(i)object to decisions based solely on Automated Processing, including profiling (ADM); 
(j)prevent Processing that is likely to cause damage or distress to the Data Subject or anyone 
else; 
(k)be notified of a Personal Data Breach which is likely to result in high risk to their rights and 
freedoms; 
(l)make a complaint to the supervisory authority; 
(m)in limited circumstances, receive or ask for their Personal Data to be transferred to a third 
party in a structured, commonly used and machine-readable format. 

 
We will verify the identity of an individual requesting data under any of the rights listed above. 
 
 
Accountability 
 
The Controller must implement appropriate technical and organisational measures in an effective 
manner to ensure compliance with data protection principles. The Controller is responsible for, and 
must be able to demonstrate, compliance with the data protection principles. 
 
Record Keeping 
 
The UK GDPR requires us to keep full and accurate records of all our data Processing activities. 
 
We will keep and maintain accurate corporate records reflecting our Processing including records of 
Data Subjects' Consents and procedures for obtaining Consents. 
 
These records should include, at a minimum: 

(a)the name and contact details of the Controller and the DPO; and 
(b)clear descriptions of: 

(i)the Personal Data types; 
(ii)the Data Subject types; 
(iii)the Processing activities; 
(iv)the Processing purposes; 
(v)the third-party recipients of the Personal Data; 
(vi)the Personal Data storage locations; 
(vii)the Personal Data transfers; 
(viii)the Personal Data's retention period; and 
(ix)the security measures in place. 

 
To create the records, data maps should be created which should include the detail set out above 
together with appropriate data flows. 
 
Storage of records 

 
 Records are stored in accordance with the Trust’s Records Retention Policy and 

Schedule which outlines requirements as published by the Records Management 
Society.  The schedule will be updated at such time that further guidance is issued. 

 Paper-based records and portable electronic devices, such as laptops and hard drives 

that contain personal information are kept under lock and key when not in use 

 Papers containing confidential personal information will not be left on office and classroom 

desks, on staffroom tables or pinned to noticeboards where there is general access 

 Where personal information needs to be taken off site (in paper or electronic form), 

staff must follow the Data Management Procedures 

 Passwords that are at least 8 characters long containing letters and numbers are used to 

access academy computers, laptops and other electronic devices. Staff and pupils are 

reminded to change their passwords at regular intervals 

 Encryption software is used to protect all portable devices and removable media, such as 

laptops.  Staff must not use personal devices or USBs. 
 
Disposal of records 
 
Records are disposed of in accordance with the timeline stated in the Trust’s Records Retention 

Policy and Schedule which complies with legislation and statutory requirements and in accordance 

with guidance published by the Records Management Society. 
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Personal information that is no longer needed is disposed of securely.   All personal information is 
shredded or placed in document disposal sacks in the academy offices and electronic files are 
overwritten.  We may also use an outside company to safely dispose of electronic records. 

 
Photos and Videos 
 
Images of staff and pupils may be captured at appropriate times and as part of educational activities 

for use in school only.   Photos taken of pupils will be taken using school equipment including digital 

camera and IPads. Should Executive/Academy Heads use their personal mobiles to take photos of 

educational activities, once the photos have been dealt with they will be deleted within 24 hours. 

 

Unless prior consent from parents/pupils/staff has been given, the academies shall not utilise 
such images for publication or communication to external sources. 

 
Where pupils participate in an academy production parents may use their own devices to take 
photographs. We expect parents to respect the choice of others and act in accordance with this 
policy by not publishing photographs that contain other individuals onto social media sites.  If a 
parent wishes to use a personal photograph of their child that parent is responsible for ensuring 
that other individuals are cropped out of the picture. 
 

Training and Audit 
 
We are required to ensure all Trust Personnel have undergone adequate training to enable them to 
comply with data privacy laws. We must also regularly test our systems and processes to assess 
compliance. 
 
Data protection will also form part of continuing professional development, where changes to 
legislation or the Trust’s processes make it necessary. 
 

 
Links with other policies 
Other policies that relate to data protection include:- 

 
Data Management and ICT Security Policy 
Individual Rights Policy 
Records Retention and Disposal Policy 
Subject Access Requests Policy and Procedure 

 

These are available from Trust and individual Academy websites. 

 
Reviewed by the Audit Committee:  20 January 2021 
Approved by the Board of Trustees: 08 February 2021 
Reviewed by the Audit Committee:  11 May 2022 
Approved by the Board of Trustees: 11 July 2022 
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